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ABSTRACT

Recently, Federated learning has become an issue due to privacy invasion caused by data. Federated learning is safe from
privacy violations because it does not need to be collected into a server and does not require learning data. As a result,
studies on application methods for utilizing distributed devices and data are underway. However, Federated learning is no
longer safe as research on the reconstruction attack to restore learning data from gradients transmitted in the Federated
learning process progresses. This paper is to verify numerically and visually how well data reconstruction attacks work in
various data situations. Considering that the attacker does not know how the data is constructed, divide the data with the
class from when only one data exists to when multiple data are distributed within the class, and use MNIST data as an
evaluation index that is MSE, LOSS, PSNR, and SSIM. The fact is that the more classes and data, the higher MSE, LOSS,
and PSNR and SSIM are, the lower the reconstruction performance, but sufficient privacy invasion is possible with several
reconstructed images.
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Table 2. 1 Situation evaluation (last iteration)

Class:1
Measure Data:1
MSE 0.00002
LOSS 0.000008
SSIM 0.99
PSNR 105.19
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Table 4. C Situation. evaluation (last iteration )

Data:1
Measure | Class:1 | Class:2 | Class:3 | Class:5
MSE 0.00002 0.01 0.0013 0.0027
LOSS | 0.000008 | 0.000002 | 0.0000448 | 0.00036
SSIM 0.99 0.94 0.88 0.67
PSNR 105.19 96.63 85.12 66.98

E w0 %0

Fig. 8. C Situation, Level of reconstruction by
iteration

truth Crata:l Lo 200 300 400

lcsl s o [ o~
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Fig. 9. C Situation. Reconstruction image b
iteration
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Table 5. C x D Situation. evaluation (last
iteration )

Class1 Class2 Class3
Measure | Datal Data2 Data3 Data2
MSE 0.000023 0.085 0.07 0.1
LOSS | 0.000008 | 0.00263 | 0.00098 0.002
SSIM 0.99 0.46 0.48 0.41
PSNR 105.19 60.96 60.48 58.71

0 %0 S0 ) 100 200 %0 %o

Fig. 10. C x D Situation, Level of reconstruction
by iteration
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V. PIL EHE 7|¥

olulx] EAAz] =zlo]Hzz]el PIL(python
imaging library)9] pillow 2% & o|v|#] Z¥
2 (PIL Filtering, ImageOps) o2 H9%¥ o]n|
AE FEsA Helwal qr}(24). Pillows 3%
oW A& A AZAY FaL Absl W= =9 ub
A, A FEE 7He] sler o)F HEF 7]
W Al D92 22l ks v AREH g
A Wy 28ska, 39 olnlAE R wiHF
aowsk BAY A By 53 JEASR g Hol

PN
-

A wE vk, Zej3ge 2 Blur, Detail,
Edge_Enhance, Edge_Enhance_More,
Emboss, Sharpen, Smooth, Smooth_More7}
glem 1 9ol ImageOpss o] &3kt WS
o Rk

wx Fey ZEZ E9 (Blur)e
A wzi ey W og Blur, Box Blur,
Gaussian Blur 5°] Za15l4 Box Blur®] 7%
= 54 ¥ WelA 318 3] AERE AAHTS 5
glen Gaussian Blurd 7% 7F-2IAE o &
slo] B8-S Ag3th. A5 (Contour)?] 7%
& ol gH A (Detail)2 el nAE &
23} o] Edge Enhance,
Edge_Enhance_More 94 #Z2 9&& sjFch
2% (Smooth)& F=8A ARl (Sharpen)< &
1A wHEelT QRA (Emboss) ovA9 &
Ao b A vel= E3 ke 2ge]2A
Y (GrayScale) 7t AL H=g&
2 383" 02 H2Ae
5 WErt F7kste] slekde] o

ImageOps%s AW E(Invert)= A&
w  Hzlo]EY XA (Brightness)+ ©]v#]¢]
243 5 9l ZEHAE(Contrast) & ¥
IOl Y AelE R E2H
(Posterize)= °l"[A]9] Ad" AMSHE= &
Neg Algste] §odo] Folow WHF olvlx|9 A
& DEshA 7

dlole] Af3e] HAMs|ALE HdHe] v
Zeh, Ble] oF = A9} worer 2y H4
RS ] ofeE At Bkt
NufalA HAE ovlA 2R 9o W

oln|AE 52

Ela=t =
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Fig. 12. PIL Filtering GrayScale
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VI. Discussion

B =7 A dele] 178 3 sl 174
7IWke 2 B9 ov|A|th, webA ELlstaa) st
olnx]7} 270 739 Addlelele MF= 2705
Satdeh. At AAl g elx e FAAE S}Ur
= oy B tlute]2 el gl= dlolEl e 4

7] of5i7] uftel
A & bl et

AAZ dlole] ME 5L w) Addlole] VIE
ARgslel Hsbw Fig. 13.3 7o) Jerl. Fig.
14.+= MNIST dHlelele] A2 & 0, 1, 3 Fd=
F U2 ARel 24 Bd3on P o|n|=| ¢ vl
A em MSE &4 A3 0.030322 AL &
25 HolA =},
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Fig. 14. 3 Images, 1 Random data reconstruction
Result

Ground Truth

Fig. 15. 2 Image 1 Random data Reconstruction
Iteration Result
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